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Digi-ID is an open-source sign-in protocol. On a website or app that supports it, users scan or tap a QR code 
and approve the request in a compatible app. The app sends a digital signature that the service checks 
before granting access.

Why use Digi-ID? 
When Digi-ID replaces a website password, users have one less password to remember or reuse. They 
approve sign-in on their device instead of typing a password into the website. They may still need an app PIN 
and a recovery backup.

Keep existing accounts 
A service can let users add Digi-ID to an existing account after confirming that they control that account. 
Users do not have to create a new account if the service supports this linking process.

Digi-ID can replace a standard password sign-in or be offered alongside it. Offering two sign-in choices 
does not automatically add a second security check.

Understand the security benefits 
Digi-ID uses public key cryptography: the user’s app holds a private key and creates a signature the service 
can verify. Verification does not require a DigiByte blockchain connection.

Removing password sign-in reduces password-related risks. It does not prevent every account takeover or 
data breach. Devices, recovery methods, sessions, and customer data still need protection.

Plan the setup and costs 
The Digi-ID project is open source and describes the protocol as free to use. Development, hosting, support, 
and maintenance may still cost money.

PHP and JavaScript examples are available. Before choosing a library, plugin, or app, check that it is 
compatible with your platform and still supported. Setup time depends on your service and its account-
management needs.

Learn more:

Digi-ID project website

Digi-ID integration guide

PHP example

JavaScript library

OWASP: session security

NIST: authentication

https://www.digi-id.io/
https://www.digi-id.io/integration.html
https://github.com/DigiByte-Core/digiid-php
https://github.com/DigiByte-Core/digiid-js
https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html
https://pages.nist.gov/800-63-4/sp800-63b.html


Questions? 
Contact Us.
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Development Support: 
Developer channels exist on Telegram, Discord, and Gitter. GitHub Discussions on the 
DigiByte Core repository is another route for development questions: 
https://app.gitter.im/#/room/#DigiByte-Core_community:gitter.im

Updates / New Releases: 
We recommend subscribing to the GitHub repository to keep informed about all updates, 
releases, and any information pertaining to DigiByte development.

Watch the Digi-ID reference repositories for changes: 
https://github.com/DigiByte-Core/digiid-php

https://github.com/DigiByte-Core/digiid-js

For DigiByte Core node releases, which are separate from Digi-ID, see: 
https://github.com/DigiByte-Core/digibyte/releases

General Questions: 
If you have any questions about this documentation or wish to communicate with DigiByte 
community support, reach out to @DigiAwareness_ with requests.

https://app.gitter.im/#/room/#DigiByte-Core_community:gitter.im
https://github.com/DigiByte-Core/digiid-php
https://github.com/DigiByte-Core/digiid-js
https://github.com/DigiByte-Core/digibyte/releases

